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The Attix5 Backup Professional Storage Platform

6Fil eServersd which may run on the same or

handles user authentication and group management, and the FileServer is the file storage
system.

The Storage Platform Console is used to manage and administer these servers, the Backup
Accounts, and Backup Groups. It provides remote access to Server Edition Backup Clients to
manage all Backup Accounts from one central point and an Enterprise Reporting Suite is also
available.

In order to run, the NameServer and FileServers need signed certificates and a valid product
key, obtainable from the Attix5 LicenceServer, which is an online service administering all
Storage Platform installations. The Storage Platform will only receive incoming connections
once it has been validated on the LicenceServer, and the certificates are present. The Backup
Client uses these certificates to authenticate the servers and initiate SSL communications.

Backup Professional consists of 3 major components, apart from the online LicenceServer:

Storage Platform :
with optional e
WebAccess

r|

Administrator with
Storage Platform

Dial-up users and MNetwork users and
servers with servers with

Backup Clients Backup Clients Console

Storage Platform Server

NameServer 1 User authentication database
FileServer T File storage system
WebAccess i Optional component to support secure browser access for remote users

ReportServer 1 Optional component to populate data into a database for reporting
Storage Platform Console

Management 1 Controls servers, licences and manages user groups and users
Deployment i Pre-deployment customisation tool

Client Software

Backup Client T End user application

A5_BP_SP_UM_WIN-220CT08-HJR6. Attix5 Backup Professional Storage Platform v5.1 Copyright © Attix5. All rights reserved
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The hardware required to support the minimum Storage Platform, with the NameServer and a
single FileServer, depends upon the number of users, the size of their backup data, and the
frequency and transmission rates of their backups.

Microsoft Windows Server 2003, or
Microsoft Windows 2000 Server

Required: Pentium Il processor with 256MB memory above operating requirements
Recommended: Processor and memory requirements increase with the amount of data
rotected on the Storage Platform:

100GB P4 entry level 512MB
500GB P4 2.0GHz 1GB
1TB Dual Xeon 3GHz 2GB

Required: (IDE Drive)
500 MB and storage space for all users plus 30% of protected data free space:
100 Desktop and Laptop accounts, each with a 200MB account = 20GB + 6GB
100 Server Edition accounts, each with a 5GB account = 500GB + 150GB
Recommended: (RAID 5 and SCSI)
2GB and storage space for all users plus 60% of protected data free space:
100 Desktop and Laptop accounts, each with a 200MB account = 20GB + 12GB
100 Server Edition accounts, each with a 5GB account = 500GB + 300GB

Double the amount of RAM, with a minimum of 2GB (Total for all disk volumes)

Both antivirus software scans and backup processes are resource-intensive. It is advised
not to run a major Attix5 task and antivirus scan at the same time as this will significantly
decrease general performance.

Exclude all Attix5 Data folder(s) and any other Attix5 folders and subfolders from the list of
folders to be scanned for viruses. If using an enterprise antivirus solution, please ensure
that the exclusions are set on the central controlling machine

800 x 600 Resolution, more than 256 colours

Microsoft .NET Framework Version 2.0

Network interface card or a virtual network adapter card

CD-ROM drive or Internet access to download and install the software.
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For the purposes of illustration, a recommended system to handle 100 Server Edition clients
with 5 GB accounts, and 300 Desktop and Laptop clients with 200 MB accounts.

Dual Xeon Processor 3GHz

2GB RAM

1,5 TB free hard drive space

Windows 2000 Server

Fixed IP address or DNS name

Additional hard drive space can be added to support a higher number of users. A faster
processor, faster disk and higher-capacity network would support a greater number of
simultaneous backup users and/or a larger throughput. Multiple FileServers can be added to
the network to further scale the backup and recovery solution.

Data is stored using 448-bit Blowfish encryption in CBC mode which is considerably greater
than the encryption used for Internet banking and online credit card transactions. Encryption
keys are not stored with the data and globally recognised techniques are applied to ensure the
integrity and security of all data protected with Backup Professional.

To support this level of security, the Backup Professional Storage Platform must always be
authorised and validated by Attix5 during the installation process. You will be asked to supply a
Product Activation Key during the Storage Platform installation. This key has been generated by
the Backup Professional LicenceServer after your reseller added your company detail.

Keeping this in mind, you are advised to notify your Account Manager/Reseller in advance
before you upgrade hardware, reinstall the software or request additional licences. This will
allow them to arrange the purchase order, if needed, and update your information on the
LicenceServer.

: Please ensure that you keep your unique Product Activation Key in a safe place, as well
as the attix5server.key and servercert.ini files found in the NameServer installation folder, as
you need these files and the key when installing the Storage Platform during a disaster
recovery. The unique key can only be used with a single Storage Platform; you will not be
allowed to use the same key on multiple platforms.

Please refer to the LicenceServer section in the last chapter for more information.
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The Quick Installation Guide is an advanced reference guide to install and configure a standard
Storage Platform, and to deploy the Backup Client MSI installation file for the first Group.

Please complete the following table. Choose a Master Administrator password as well as the
Group Name, Create Key (to allow account creation) and password of the default group. Store
this information in a safe place.

Installing the NameServer, FileServer and the Storage Platform Console, for individual
components, please refer to the next chapter.
Run the Storage Platform installation file, and click
Specify the Install Location and click
Select the NameServer and FileServer components and click . Note that items already
installed will be upgraded. You can also install the Storage Platform Console, if the installer
is in the same location.

Select a location for the Storage Platform data and click (make a note of the location)
Supply and confirm the and click (use the detail from the table
above)
Select the NameServer and FileServer as well as the FileServer
(default 8443) and click The NameServer is hardcoded to use 443.
Enter the and , as well as the default and

. Note that you are not allowed Click
Provide your Product Activation Key and click . You are advised to send statistical

information to the LicenceServer as it also enables you to view all settings/stats online. The
NameServer must be able to communicate with the LicencsServer, so proxy settings can
also be specified.

The Installer is ready to install. Click

Click when the installer prompts whether the NameServer and FileServer must be
started.
Click on to close the installer

The Storage Platform (i.e. the NameServer and FileServer) is now installed and running.
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You are now ready to create deployment files for the Desktop and Laptop Edition and Server
Edition backup clients and must be installed on all machines that must be protected. It can
contain the necessary settings to connect to the Storage Platform as well as a wide range of
other settings.

Open the by clicking on Start >> Programs >> Attix5 Backup
Professional >> Storage Platform Console

Supply the relevant Storage Platform credentials and connect to the Storage Platform

Open the Account Management pane and select the required Backup Group

Right-click on the Group and click or select from the toolbar. The
Deployment Module will be initiated.

Select the type of Backup Client that you want to create and specify the location where the
file must be saved. Click . If you are not accustomed to the options and settings, you
can accept all the default settings and click to start the build process. If you know the
application, enable the Show Advanced Options checkbox, to configure additional options.
Verify that the correct (from the table above) and Group Name is
used. If a Proxy is used, specify the relevant information. Click

A daily automatic backup is enabled by default. The schedule can be maodified in this step
but you are advised to not disable automatic backups. Click

This list of filters will be available in the Backup Client and the user can apply them to any
folder. You can add and modify the default filters in this step. An can be
made for the Backup Client so that a specified filter is already applied to specified folders
when the Backup Client is installed. Click

Specify the list of file types that must be excluded from the backup selection i the user will
not be able to include these file types. You can also exclude files with a modify date older
than the specified date. Click If you did not enable the Advanced Options checkbox, a
summary will be displayed, with the option to the MSI installer. Alternatively continue
with the following steps.

You can restrict any of the available available in the backup client. The options
specified in this step will be available to the user. Click

MSI installer permissions can be specified, and you must specify whether the target is 32 or
64 bit machines. Click

Custom fields can be displayed as a separate step in the Setup Wizard. These fields are
mandatory, and can be viewed in the Storage Platform Console. The Backup Client Setup
Wizard can also be simplified by removing optional configuration steps. Click

Additional files and folders can be added to the installer, e.g. to include a preconfigured
backupset.xml file. Specify the list and click to continue.

The options in this Miscellaneous step should not be modified (advanced options rarely
used). Click

A summary of all settings are displayed. Verify that you have configured the necessary and
click to start the build process.

Create a copy of this file and save it in a location where the users will be able to access it.
For your own reference, write down the location of where it is saved:

For instructions on how to use the Desktop and Laptop Edition and the Server Edition Backup
Clients, please refer to the applicable User Manuals.
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This chapter describes the Storage Platform installation process in more detail. Administration
of the Storage Platform requires that you choose an Admin nhame and password and that you
set up an initial Backup group. Additional groups can be added at any stage.

To help you in the installation, please complete the following table. Choose a Master admin
password as well as the Group Name, Create Key and password for the default group. Store
this information in a safe place.

To install the Backup Professional Server software, simply run the Storage Platform installation
file, supplied by your software provider.

Ensure that you have started the correct Backup Professional installer, and
click

Select the directory where you want to install the Storage Platform software. The default folder
is C:\Program Files\Attix5 Backup Professional Server\. Click

In this step you have to select which components you want to install. The NameServer and
FileServer components are installed by default. Enable the Slave NameServer checkbox if you
are installing a Slave NameServer (the FileServer component will be disabled if you are
installing a slave as they should not be installed in the same location). If the Storage Platform
Console is located in the same location, you will also have the option to launch the installer,
once the Storage Platform is installed.

. If you are installing a standalone FileServer, you need to have
access to, or copy folder. Without these files,
you will not be able to start the FileServer once installed. The files are servercert.ini,
attixsserver.key and attix5serversigned.crt. The installer prompt to browse to this folder will be
active, if you disable the NameServer checkbox. It may be easier to copy these files to the local
drive. Click

Select the location where you want to store the user data. The default path is C:\Program
Files\Attix5 Backup Professional Server\Data\. You can select another disk drive on the same
machine if you need more disk space. Click
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Enter the admin password that you entered in the table at the beginning of this chapter. This is
the master password for the Storage Platform. Keep it in a safe place. Click

Select the IP binding settings for the NameServer and FileServer, as well as the SSL Port for
the FileServer. No changes are needed by default.

Click

Enter the Group Name and Create Key that you entered in the table at the beginning of this
chapter. These are the settings for the default group that will be created during the install
process. You must also specify a Group Limit, and the default account size that will be allocated
when accounts are created.

Click on to continue.

Provide your Product Activation Key, given to you by your Account Manager/Reseller. The
installation process cannot continue without this key. You are advised to send statistical
information to the LicenceServer as it enables you to view your licence settings/stats online
through a unique link in the Storage Platform Console. The NameServer needs to communicate
with the Backup Professional LicenceServer; enable and configure the proxy settings, if needed.
Click and then

The Installer will extract the necessary files and install the Storage Platform. Once everything
has been installed the installer will prompt whether the NameServer and FileServer must be
started. Click The NameServer will connect to the LicenceServer, and using the unique
product key, retrieve the licence and activation details.

If the NameServer does not start due to SSL port problems, you need to establish which
application is using port 443. On a typical Windows 2000 Server installation, 1IS is set to run
automatically and it uses port 443. To disable IIS, open the Services window in the Control
Panel (Administration Tools), stop the and set its start-up
type to

The Name and FileServers are now installed, with a default group, and running. The two
servers run as services. As with any service, you do not have to be logged in for the service to
function properly. The services may be stopped and restarted either by using the Backup
Services window, or via the standard Services window from the Control Panel.

Mirroring enables you to automatically create a copy of your FileServer on another server,
usually on a server that is not in the same physical location. A mirroring window can be
specified and you can also schedule mirroring to run every x minutes. There are different levels
of mirroring available. Please refer to the FileServer section in Chapter 4 for more information.
Note that this section is optional i you do not have to install a MirrorServer, though it is strongly
recommended to ensure full protection of data.

A few steps are needed to install and configure a MirrorServer. Note that you have to ensure
that the MirrorServer has enough free hard drive space to store the mirrored data:
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Run the Storage Platform installation file and click on the Welcome screen.
Select the Install Location and click
Select only the option, browse to the NameServer certificates folder, as

discussed in the previous section, and click
Select a location for the Server data and click

Enter and confirm the and click

Specify a FileServer as well the FileServer Click

The Installer is ready to install. Click

Click when you are prompted whether the FileServer must be started and then

to close the installer.
The FileServer (MirrorServer) service is now installed and running.

A mirror account is needed before you can transfer data to a MirrorServer. The Storage
Platform that you want to mirror will use this account for authentication on the MirrorServer
before the data will be transferred. The next two paragraphs explain how to enable mirroring
and how to create a mirror account.

(The Storage Platform that you want to mirror): Open the Storage
Platform Console and then the Storage Platform Configuration pane. Expand the NameServer

in the left-hand pane and double-click on the FileServer entry (or click in the toolbar)
that you want to mirror. Select the tab. Supply the MirrorServer IP and Port e.g.
192.168.20.200:443 and in the section select one of the available

mirror options. Create a Mirror Account and password, and configure the mirror window in the
Mirror Schedule section. Click to save.

The FileServer entry will expand with the MirrorServer that you just added. Select this new
MirrorServer entry and supply the MirrorServer password, as specified during the installation
process.

Click in the toolbar and select the tab. Click on and supply the
Mirror Account credentials as specified in the FileServer tab. Click to save the
account and OK again to close the MirrorServer Configuration window.

The FileServer that you configured to mirror to the MirrorServer will connect with the login and
password at the scheduled times and mirror the data.

The Storage Platform Console has changed significantly in v4.4 and requires the Microsoft .Net
Framework 2.0 (at least). The Storage Platform installer will notify you if it is not installed. To
upgrade the Attix5 Backup Professional Storage Platform to version , please follow these
steps. Note that the Storage Platform will be offline while you upgrade the services and

Create a backup copy of the install folder as well as the LBTables folder.

It is also recommended make a backup copy of all user data (LBData folder) before you
upgrade, if you are not mirroring to another location, or if mirroring is out of date.

Your current activation files must be converted to a Product Key before it can be used with a

version Storage Platform. Please authorise this with your service provider and then
email the and files in the Storage Platform (SP)
Server folder to to be updated. The default folder is C:\Program

Files\Attix5 Backup Professional Server. Once you have received the Product Activation
Key you can continue.


mailto:activate@attix5.com
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Close the Storage Platform Console if it is open, and run the SP Installer. The first window
prompts for the install location, with the current Storage Platform install folder automatically
populated. Verify that you want to use this location and click

Components already installed will be identified by the SP Installer and automatically selected
for upgrade. If you want to install additional components, enable the checkbox next to the

component. Click to continue.

Provide your Product Activation Key in the Next step and then click

Press to begin the upgrade procedure. The SP Installer will stop the Backup
Professional services, upgrade the selected components and start the services again.
When the upgrade has been completed, click to close the SP Installer.

Next, install the new Storage Platform Console by running the separate installer.

Once installed, open the Console and then assign the necessary plug-ins from the server
pool to the different groups, if your licences were also updated during the upgrade. This is
done from the tab in each group. Note: This is very important as users will not be
able to backup without the allocated licences.

It is possible to auto-update existing version Backup Clients during the backup process. The
Backup Client will download the new version and update itself. Please refer to the Backup
Client Auto Update section in for more information.

Desktop and Laptop Edition v3.x/4.x backup clients cannot automatically be upgraded to
version 5 due to the infrastructure change from an application to a service. It will continue to
function as normal. To upgrade the software, you must uninstall the old version and manually
install and reconnect to the existing account.

An additional NameServer can be installed to act as a slave to the master NameServer. The
NameServer slave periodically retrieves the NameServer database information and populates a
copy of this database. A Backup Client will always try to connect to the master NameServer, but
in the event that the master is not available, it will connect to the slave for authentication. Note
that the NS slave option must be enabled on the LicenceServer in the particular Activation Key.

i Run the Storage Platform installer and enable the Slave NameServer
checkbox when you reach the Components step. Note that the FileServer section will be
disabled as the components should not be installed in the same location. Continue with the

installation process. In the step specify the IP binding options and note the
NameServer (Master) section at the bottom of the screen. Specify the Master NS credentials
and click . In the following step, provide your Storage Platform Product Key,

when prompted i do not request a new key, and continue with the installation.

Once the NameServer slave has been installed and activated, you need provide the Slave NS
credentials in the Master NameServer.

Stop the Master NS service, open the Master NameServer NSGULini file and change the
SlaveNS= entry by supplying the slave IP address and port. Save the files and restart the
services. The slave is now enabled.
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Additional FileServers can be installed within minutes, should you have limited physical hard
drive space available on the Dataroot directory, or if you want to share the load across multiple
servers. You have two install options available - you can use the existing FileServer IP address
and bind the new FileServer to a different port, or you can bind the new FileServer to another IP
address.

As from v5.1.1 you can use the default Storage Platform installer to install multiple FileServers
within minutes.

to ensure that the newly installed FileServers
are using the correct certificates, for future upgrades etc. For this example, only an additional
FileServer will be installed.

Run the Storage Platform installer, and click when the Welcome screen is displayed. If

you are installing an additional FileServer on a server where the NameServer and FileServer are

already installed tdetepvihwmdaralkb ihe $torage Pld o BEcEipdreay N
0. Change ttioreto d.gn Attixsa Batkupl Pofessional FS1

(you wil/|l note that t h®tuowillisstal. e andclitkélsxt. changes t ¢

Remove the checkbox next to the NameServer, as well as the Console. In the FileServer
section browse to the Master NameServer install location. If it is not on the same drive you can
copy the three files to the local drive.

Confirm that you are happy with the Data location and click . Provide the existing Master
NameServer admin password and click . In the next step, specify the default IP binding
and port number and then click and to start the process.

Once the installation process is complete, the Installer will prompt whether the FS service must
be started. Click , and then to close the Installer.

Previous versions (v5.0 and earlier) can use the to install additional
FileServers. Look for the FSinstallTool.exe application, in the Storage Platform default install
location. If it is not available, please contact support.

Follow the onscreen instructions by specifying an install directory, as well as the new Dataroot
location. Next you must choose between the two binding options and then specify a unique
service name for the new FileServer. Click to initiate the process. The tool will
automatically copy the necessary files from the existing folder.
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The Storage Platform Console controls the Name- and FileServers, is used to create and
configure Backup Groups and to manage Backup Accounts. It allows you to add additional
FileServers, to configure MirrorServers, and to manage licences and plug-ins. Storage Platform
Console features and functions are grouped in an easy to use and understandable layout:

- Backup Groups and Accounts, and licensing are managed from
this section. Server Edition Remote Management is included and provides the functionality
to remotely modify file selections, change configuration settings or to initiate a restore.

- Current Backup Account connections and Storage Platform activities are
displayed in this section. Connections/Activities include Backups, Restores, Month-ends,
Mirror Activity and Account Moves.

I NameServer, FileServer and MirrorServer configuration.

I Enterprise Reports provides a wide range of predefined reports as well as the
ability to create customised reports even for a specific Backup Account. Reports can be
initiated ad hoc, or scheduled and emailed.

- Access Management to the Storage Platform Console. Only
the functions and permissions enabled by the Backup Administrator will be available to the
user logging in with an audit trail logged.

- displays the raw output supplied by the selected NameServer or FileServer(s)
in separate tabs for each server.

The above-mentioned sections are discussed in the following chapters. Please note that the
default administrative account name in the Storage Platform Console is (case sensitive)
with the master password as specified during the Storage Platform installation.

In the Storage Platform Console, we differentiate between Backup Groups and Access Groups
as well as Backup Accounts and Access Users. This terminology was added to ensure that you
do not get confused between the two. Access Groups and Accounts are related to the User
Access Management functionality.

Four menu items are fixed, regardless of the node selected. From the menu, you can close
the application. The menu is used to switch between different nodes and to enable the
Activity and/or Diagnostics windows at the bottom of the Console. The menu
enables you to add, remove, edit and switch between different NameServers, should you
manage multiple NameServers. The Storage Platform Console can be opened from
the menu. This action panel displayed to the right of the detail area provides intuitive help
for the available panes.

The menu is used to change global . Inthe tab you can specify
your preferred configuration settings to connect to the Internet.

The tab provides a range of different display settings. provides the
functionality to visually alert you when certain parameters are met in the Account Management
pane. These colours may be changed according to your preferences and the options are:
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Number of days since last backup with 30 days and red as the default colour
Percentage of account limit used set to 90% with as the default colour
Disabled group with red as the default colour

Disabled user with as the default colour

User over Limit with as the default colour

Gridlines with a very light blue (#FOFOFF) as the default colour.

The option, also available from the menu, enables you to export the
Backup Groups and Backup Accounts information to a CSV file. This is only available in the
Account Management pane, on Groups and Account level.

In the section you can choose how allocated plug-ins must be displayed in the Account
Management pane. The default selection, , displays a plug-in drop-down list if more
than one plug-in is installed. Multiple lines are used with the option as each plug-in is listed
in a new line.

You can specify the preferred style and icon size of the , €.9. select the Icons Only
style to remove the toolbar text. The option is

very useful if dual view monitors are used. With this option enabled, dialog windows (e.g. when
configuring a group or server) will be displayed in the same screen as where the Storage
Platform Console is currently displayed.

The tab enables you to choose whether the and sections
must be displayed as additional panes in the left-hand section or always visible at the bottom of
the Storage Platform Console. As with the main toolbar, you can change the style and icon size,
and you can choose the layout of the two sections in

Depending on the selected node, you may notice an additional menu item, e.g. in the
Account Management node or in the Storage Platform Configuration node. These
menu options are the same as the available toolbar buttons.

The Connect/Disconnect toolbar buttons are shortcuts to connect to, or to add another Storage

Platform; the functionality is also available in the menu. The toolbar is

customised according to the node selected in the navigation area apart from the and
buttons that are available in most nodes.

Mouse-over comments are provided for additional information about the enabled toolbar
buttons. Simply move the mouse pointer over a toolbar button; the comment will be displayed
within a second.
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Account Management is used to maintain Backup Accounts and Backup Groups -from
changing the limit or disabling a Backup Account, specifying whether Backup Accounts must
auto-update, to adding additional licences to a particular Backup Group and allocating User
Access Roles. Remote Management for Server Edition Backup Accounts can also be initiated
from this pane.

'8 Storage Platform Console

Ele Yew Accounts Jools Storage Platform  Mep
QD Q@ 838 0 e e > AvTdS
Comnect  Disconmect Acthwty | Diagnostics  Refresh Size Delete Downgrade Disable
Account Management ‘Acounts. [icencng
" ‘.c"’:‘: € AccountName € Lmt ¢ Dotafrotectsd 4 OnDsk ¢ AccountUssge ¢ Archives = LastBodapDate ¢ [FleSever
S i & sevest 10.00 M8 8.66M8 3928 .59 % 0 [ 270004
Wi & HENSORG 290,00 M8 0.44M8  20.00M8 16.18 % 8 20/06/2007 17:02:26 127.0.0.1:844
gy 3 FEINVS.OMSIOL 1.00G8 W90KE 1509413 0.02% 7 15/08/2007 12:2:28 127.0.0,1:844
B i & HEDIASOF 100.00 M8 187648 94288 wquzmsmo?n:mx 127.0.0.1:844
@ DEMO ACCOUNT 100.00 M S.16M8  S.60M8 5.16 % 5 127.0.0,1:844
& asoin 10.00 M8 10.23M8 10,1008 102.31 % 4 20/05/2007 10:10:06 127.0.0.1:844
d
@ ASOF33 1.0068 M5.19M8 331318 63.97% 3 03/07/200722:36:13 127.0.0.1:844
& reran 1.0068 205K 4016613 0.08 % 3 3107/2007 19:33:33 127.0.0.1:844
@ HEN CAPITA TEST S00M8 455M8 40508 97.02% 3 08/05/2007 15:55:52 127.0.0.1:844
@ ASOFASOFE 2.00M8 765M8 6,180 2256 % 3 127.0.0.1:344
. L2 ADMDASTRATOR 100,00 M8 7.%M 13608 7.3% % 3 192.163.20.21
I el e _,Al L3 ASOFE9ON? .0048 124748 67408 2495% 3 14/07/200708:42:06 127.0.0.1:344
r—mmmmamo.um ] & RG0S 1.00G8 L4338 0.00 % 3 19/07/2007 30:58:03 127.0.0.1:844
[' \R;au I C ASDFASDFASASASDGHAR 1.00G8 $29.83K8 227.510@ 0.04% 2 2607/2007 13:33:50 $27.0.0.1:344
o th.— L MSI INSTAULER % 1.00G8 MLTIKE  629.23K3 0.07% 2 15/08/2007 15:00:52 127.0.0.1:344 [
[——uw Access Managesent ] ) , >
QEdgvead &9
Curvent Actvty ¢ 4 | Actwity ¢ FleServer ¢ Growp ¢ Accoumt ¢ Progress 4  Desopbtion “
Badups 0
Restores 0
Mot encs 0
Merors )
Account Moves 0
Santy Credks 0
Other 0

onnected to: locahost - Logoed on as: admin
Note: you must select the applicable Backup Group or Backup Account before using the
toolbar options to modify the selected component.

The default view in the Account Management pane is a summary view of all Backup Groups
configured in the Storage Platform, and provides you with an overview of the default settings
configured in each Backup Group. The Columns button in the toolbar may be used to
customise which columns must be displayed.

Additional groups can be added by right-clicking on Groups in the left-hand pane and selecting
Add Group, or you can use the Add button in the toolbar. Supply a Group Name, Group Key
and Group Password (do not use any underscores in the group name). You have to allocate
licences to the group before users will be able to connect to it. If you need to remove a
group, right-click on the group and select Remove Group or use the Remove toolbar button.

A5_BP_SP_UM_WIN-220CT08-HJR6. Attix5 Backup Professional Storage Platform v5.1 Copyright © Attix5. All rights reserved
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Note that this will delete the group, all the user accounts and their data stored in the Storage
Platform.

To create a preconfigured Backup Client deployment file, select the Backup Group in the left-
hand pane and click on the button (see Deployment Module section). Use the
button to filter the Backup Group by specifying which allocated licenses you would like to see.

If a Backup Group is selected all Backup Accounts are displayed in the right-hand section with
individual account data such as the account limit, backup size, software version etc. It provides
the Access User full control (if enabled) of the backup accounts. Columns can be modified and
filtered with the and toolbar buttons.

The following options are applicable to Backup Accounts. Multiple users in the same Backup
Group can be highlighted by using the or keys and then selecting them with your
mouse. The toolbar options are:

Advanced options are also available when you right-click on an account. Please be careful
when changing any of these settings:

You can connect to and administer Server Edition and Desktop and Laptop Edition backup
clients from the Storage Platform Console.

. For more information, please refer to the Remote Management section.

Backup Accounts can be moved between Backup Groups on the same Storage Platform. Note
that this is only available for v5 Backup Clients and that it is a very complex process, as settings
must be changed on the NameServer, FileServer and the Backup Client.

If you want to move an account, right-click on the applicable account and select

This option will only be available if there are multiple Backup Groups available on the Storage
Platform. The dialog window is displayed and you must select the target group
from the drop down list. The NameServer will verify whether the required licences are available
in the new group, and then initiate the process. The Backup Client will be updated during the
next connection to the Storage Platform.
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Backup Accounts can be moved between different FileServers, if you have more than one

FileServer installed. . Select the
accounts you want to move, right-click on one of them, and select . Select
a new FileServer from the available list and click . Refer to the Activity section to ensure that

the transfer is successful.

You can the FileServer address, e.g. if the IP address was changed or when instructed
by an Attix5 support engineer. Right-click on the Backup Account and select the

option. The current IP Address or DNS Name is displayed as well as the port used. Change the
required settings and click to save.

It is possible to do a Sanity Check on a specific Backup Account, if you suspect that the data
may be corrupt on the Storage Platform. Note that if you do the check (especially when
checking patches) it may take a very long time. You may become aware of high processor
usage whilst this process is running. Monitor the progress of the Sanity Check with the Storage
Platform Console by looking at the FileServer status window (at the bottom) where any errors
will be displayed. Please refer to the Sanity Checks section for more detailed information.

To enable this option, select a Backup Account and click on There lare three
options available when running a Sanity Check:
, by retrieving the list of available backup dates from within the
Backup Client
after the next backup.
after each backup to only verify the latest backup which is less
processor intensive as it will only verify the latest backup and not all available backups
on the Storage Platform.

In the section you must specify whether the Sanity Check must apply fixes, or only
report any errors, and whether patches and/or base files must be checked. If you do not select
any of the options, the Sanity Check will only verify the validity of the index files.

A group certificate can be assigned to a Backup Group, and enables the backup administrator to

view the encryption keys used by the group members. When you request a group certificate, a

public and private keypair is generated. The public key is used to encrypt data and only the

private keycan decrypt it. This keypair is stored on
passphrase, which is chosen by the backup administrator when requesting the group certificate.

The public key is then included in a group certificate signed by the Attix5 LicenceServer and

stored with the group on the Storage Platform.
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As users backup, their encryption keys are encrypted with the public key that is stored in the
group certificate. These encrypted versions of the keys are then stored on the Storage Platform.
You, as the backup administrator, can download the encrypted keys and decrypt them on your
machine using the Backup Monitor. In order to do that you will need to provide the passphrase
that decrypts the private key stored on your machine. Since the keys can only be decrypted by
the private key, it is only possible for the person in possession of the private key and the
passphrase to view these keys.

To add a Group certificate to a Backup Group use the option the toolbar. This process
must be authorised by your Service Provider before a certificate will be generated. The
window will be displayed from where you can:

T to request a group certificate from Attix5. Supply all the
necessary information and email the groupcert.csr to !
T Use this option when you received the activation file from
Attix5 to install the certificate.
I to change the passphrase used when downloading the user
information with their encryption keys.
T to view the group certificate.

It is very important to select these certificate files for backup as you have the only copy. Locate
the Certificate folder and include the following files in your backup selection:

groupcert.key

groupcert.csr

groupcert.crt

=

Select the Group in the Storage Platform Console.
2. On the right-hand side of the Console there are two tabs
Accounts - lists all the users
Licensing - list all the licenses for the group
3. Select the Licensing tab. The n will be displayed in the top
half with the expiry dates.

1. Browse to the Certificates folder. This will be on the machine where the Storage Platform
Console is installed and used to view the encryption keys. The path will be one of the
following:

C:\Program Files\Attix5 Backup Professional Server\Console\Certificates\ (On the
Storage Platform)

C:\Program Files\Attix5 Backup Professional Console\Certificates\ (Standalone
Console)

2. Under the Certificates folder, locate the folder for the group in question. The format of the
folder is GroupnameNameserverlP e.g.: COMPANY192.168.1.1

3. There are 3 files in the GroupnameNameserverlP folder:

groupcert.csr

groupcert.key

groupcertsigned.crt
Zip the group.csr file and email to activate@attix5.com. In the message body mentioned
that this is a re-activation of an existing groupcert.

4. A new groupcertsigned.crt file will be sent back (zipped). Unzip the file and replace the
existing one.

5. Open the Storage Platform Console, right-click on the group, select


mailto:activate@attix5.com
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6. Select Upload Group Certificate, supply the passphrase and the re-activated certificate
will be uploaded.
7. You can now view any encryption keys captured previously before the cert expired.

This means new keypairs are created and will not match the current groupcert loaded on the
Storage Platform and the key capture will not work. In such an event you need to delete the
current groupcert on the NameServer. You also need to delete the groupcert on the
NameServer and do a new request if you cannot find the Certificate folder mentioned above or
cannot recall the passphrase to access the keys
1. Select the Group in the Storage Platform Console
2. From the menu select, Accounts -
3. Request a new groupcert if you have not done so already (right-click on the group,
Certificate, Request Certificate)
4. Upload the groupcertsigned.crt as outlined above.
5. The encryption keys will only be captured when the users do a successful backup after
the cert upload.

The Licencing section in the Account Management navigation pane is a summary of all licences
allocated to the selected Storage Platform. It displays the total amount of licences activated, the
amount assigned and the amount of licences remaining.
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To configure any of the Backup Group settings, select the group and click on the
button in the toolbar, or double-click on the group name. A window is displayed with the
following tabs and options:

diting Grotp - A ¥ a
Adrain | Motification | Expiry | Archive | Messages | Updates || Profiling | Licences | Permissions The group Storage Ilmlt 1S the tOtaI amount
- irorin in GB that can be allocated to Backup

Group Storage Limit (GE): 3 .. .
w00 5 | [ wivor Group Account limits. You will not be able to add
Allowed Storage Owverspill {%): Warning: Ensure that mirvaring is enabled For the addltlonal users When th|S I|m|t haS been

FileServer before enabling mirroring For the group,

15 2 reached.
Motes
Default Account Size (GE): [

1

Account Create Key:

o The Allowed Storage Overspill percentage
e ———— setting on Backup Group level enables you
Automtic v to specify the percentage that the Backup
] Hem Accounts may overspill their account limits
[] Backup References during the backup process, to ensure that
the backup is completed successfully, even
if additional files were added to the Backup
Selection. Such accounts will be visibly
flagged and notification can also be
enabled to notify the user in the Backup
log, and/or email the Backup Administrator.

The default account size to be allocated to
b || o« ][ e || new Backup Accounts on creation.

This key is needed to create new Backup Accounts for this group. It is used during the
Deployment process for the Client software and prevents unauthorised accounts being created.

New Backup Accounts can be allocated to a specific FileServer if there are multiple FileServers
available. Using this functionality, you can ensure that all accounts in a particular group reside
on the same FileServer. Automatic allocation is enabled by default.

You have the option to enable/disable HSM per Group, if HSM (Account Archiving) is
configured. This feature is especially handy if you only have to archive a couple of Backup
Groups in the Storage Platform. This setting is enabled by default. If HSM is enabled, you can
also enable . Using Backup References, users can view a list of data that
was archived from the Storage Platform to the specified HSM directory. All archived folders are
displayed with a greyed-out folder and the user can browse through the available backup dates.
These files can, however, not be restored until the data is moved back to the applicable folder
on the Storage Platform by one of the backup administrators.
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This setting is enabled by default. If mirroring is enabled and you want to exclude this group
from being mirrored, remove the tick in the checkbox.

This section can be used to add group contact detail of everyone involved in managing this
Backup Group, for example, the account manager, default technical contact etc.

This list of users will receive email notification whenever information related to this group is
available, for example when an account is utilising the Allowed Storage Overspill functionality.
This will ensure that the administrator can either upgrade the Account limit, or reduce the size of
the backup selection.

When a backup account exceeds its account size, a message is displayed in the Desktop and
Laptop Edition client to notify the user. Supply contact information, if applicable.

This tab allows you to specify whether the Backup Group is a registered or an evaluation group.
You can also specify when the group must be disabled (not the regional date format), after
which users in that group will not be able to connect to the Storage Platform any more. Instead
of disabling the entire group at a certain date, individual evaluation accounts can automatically
be disabled and deleted after a specified amount of days. Specify this option to allow users to
evaluate the software for a specified amount of days.

Users backing up to an evaluation group or with evaluation accounts will see a countdown to the
expiry date in their backup summary screen, displayed after each successful backup (e.g. "Your
evaluation account will expire in 6 days"). Users in an evaluation group will always see a client
banner displayed with each backup, as specified in the "Client Banner URL field". "Default"
displays the default banner as configured in the NameServer Defaults tab. This banner can
contain product features or information on how to upgrade an account. The banner URL should
point to an HTML file with the following format:

<HTML>

<CENTER>

<A HREF="http://link here"><IMG SRC="Image here" BORDER=0 WIDTH=468
HEIGHT=60></A>

</CENTER>

</HTML>

You can also disable a particular group manually by enabling the checkbox.
The Backup Accounts will not be deleted, but users will not be able to connect to the Storage
Platform.
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By default, user data is stored for one to two calendar months. All backups for the current
month and the month immediately proceeding the current month are retained on the server.
Older data will be deleted but a specified number of month ends can be stored. This means that
a user can always retrieve a specific version of a document or file that was backed up either
during the current month or during the preceding month. During the first backup in a new
month, the backups for the preceding month are kept and the backups for the month before that
are consolidated into a single backup set.

To give an example, if users begin their backups during January, then by the end of February,
they can recover from any specific backup during January and February. When they do their
first backup in March, all backups in January are consolidated into a month-end backup set.

Then during March, they can access any backup taken during March and February and also the
consolidated backup for January. With the default setting to keep only 1 consolidated month-
end backup, when they do their first backup in April, the backups for February are consolidated
into a month-end backup set and the month-end backup for January is deleted. Specify 0 to
keep month ends indefinitely.

Specify a message that will be displayed in the DL summary screen after each backup. It may

contain HTML, e.g. <font c olDefau#,nthe chessage/speoified i .

the NameServer Defaults tab will be displayed.

The Storage Platform can automatically update the Desktop and Laptop Edition and the Server
Edition Backup Clients during the backup process, should there be any updates available. The
default setting is .

Dynamic Profiling enables you to propagate most of the client side settings from the Storage
Platform to the Backup Clients. Note: These settings take priority over any settings specified in

the Backup Client. Click in the checkbox to configure the Profiling settings.
In the section, the available options are grouped the same way as found
in the actual Backup Client section, ranging from the Backup Schedule to

System Filters and Advanced Options. For detailed information, please refer to the Backup
Client user manual.

When you double-click on an entry in the section (or select the entry and
then click on the button) a popup window will prompt you for the required setting.
Select/specify the required setting(s) and click OK. This entry will now be in the

section and overwrite the setting in the Backup Client.

f
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. the Exclusion Filters option is very powerful as you can use the
%userhome% directive, filename wildcards, exact folders and even a combination of all three to
specify an exclusion. Each entry must be added in a new line, as displayed in the screenshot.

Using the screenshot example, the exclusions [ W
will ensure that Uption: Exclusion Eiliers a
No or files anywhere on the
system can be backed up. Value: [+ mp3
The folder and subfolders *, v
will be excluded. CiiDownloads _
The auserhame s\ My Documentsiiy Music

Feuserhome:\ My Documentst Trawvel* . mpo

folder and subfolders will be excluded

(where UserName i s t he user os l ogin
name.
Any file in
(but subfolders) will be Resst || ok || cancel
excluded.

To remove a particular setting, select the entry and then click on the button. When a setting
is removed, the Backup Client will revert back to the original setting before the option was
enforced.

The section enables you to configure filter, file and folder inclusions that will be
added to the backup selection lists of all Backup Clients in the specific group. First you must
create the list of filters in the box e.g. : MS Outlook email and

: *.pst;*.dbx;*.wab i the Deployment Module provides more examples. Next,
you must use the box to specify the inclusions. You have the option
to include a filtered folder, a complete folder, or single files.

Inchusion Specfications

Path Filter Add

“ausarbome ¥y DocumentsiLegal,
Hauserhome %\My Documents\My Fickures  Images
I::'I,l:lrwer";‘i,

When the Backup Client connects to the Storage Platform, it will receive the Dynamic Profiling
settings specified in this tab and these changes will be implemented in the Backup Client. If any
of these changes are modified by the user, they will revert back to the Dynamic Profiling settings
during each backup.

The Backup Client can connect to the Storage Platform for Profiling updates by clicking on the
button in the / section.

The Licences tab is used to assign Licences and Plug-ins the selected group. The allocated
licences on the Storage Platform are displayed and you can use the or buttons to
modify the licence pool.
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Multiple licences can be highlighted by using the Shift or Ctrl keys on your keyboard, and then
selecting them with your mouse. This enables you to add or remove multiple licences at the
same time. The Total column displays the total amount allocated to the group. The Assigned
column displays the amount already assigned to users and the Remaining column the amount
that you can still assign.

At the bottom of the page you have the option to specify whether licences should be allocated
automatically when a Backup Client requests any licences or plug-ins. If this setting is enabled,
the Storage Platform will automatically assign licences to the Backup Clients during their first
backup, if there are licences available. Note: only disable this setting if you can control the
Storage Platform using the available XML calls, otherwise you will not be able to allocate
the licences.

Note: Please refer to the User Access
Management Assistant before configuring
this tab. Access Users/Groups must be
Mame 4 | Role 2 created and configured before you can

& Growp cinin Groupadnin assign Permissions to a group.
2 Testiker  WiewiOnly

D Test Grougp  WiewOrly

Mckvin | Expiry | Archive | Messages | Updates | Profiling | Liosroes | Permissions

Use the Add button to assign Access Users or
Access Groups. In the Group Permissions
[® Group Pormissions | window select the Name in the left-hand drop-
down list, its coinciding Role in the right-hand
drop-down list, and then click on the Create
button. The Group Permissions window will
remain open, to add additional Users/Groups.
Click Close when you are done. Use the Edit
and Delete buttons to change the permissions
or delete any of the existing entries.

add [ ex | Only permissions configured in the User

Access Management pane will be available to
[ we |[ o || e || the Access Users when they log in with their
user accounts.
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Remote Management

You can connect to and administer the Backup Professional Backup Clients from the Storage
Platform Console. Note that v4.4 is the minimum requirement for Server Edition and v5.0
for Desktop and Laptop Edition backup clients. Remote Management must be enabled in
the Backup Client before you can connect to it. Two connection options are available in the
Backup Client; using your Storage Platform Access Account to connect, or the standard Remote
Management username and password. You must use Access Accounts in order to limit Remote
Management functionality according to Access Role. You have full access using the standard
Remote Management username and password.

Using this feature you can initiate backups and restores, modify the backup selection, view log
files and configure a number of options ranging from the backup schedule to file exclusions and
patching settings.
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To connect to a backup account, double-click on the account name in the Account Management
pane (or right-click, Connect) after selecting the applicable group in the navigation area. Supply
the IP Address and port number if needed as well as the username and password, and then
click on OK. Four tabs are displayed: Summary, Backup Selection, Restore and Logs.

The first tab provides a Summary of the Backup Client with information ranging from the
Account limit, software version and Operating System to the Backup Schedule and installed
plug-ins.
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The Summary tab displays Backup Account information and configuration settings. Use the

tab to modify the backup selection on the remote machine and then click on
the toolbar to initiate the backup process. If the previous backup failed for any reason,
the Storage Platform Console will prompt whether the previous backup must be resumed. To
restore files and folders, select them in the Restore tab then use the toolbar button to
initiate the restore process.

You will notice a Backup or Restore button if one of these processes is active and you
can use it to cancel the current process. Backup and Restore Logs can be accessed in the
tab. To only view a summary of the Logs, click the button.

To change the backup schedule or any of the other advanced options, click on the
toolbar button. All available settings and options are displayed in the following tabs.

The Security window allows you to select whether the Backup Client must remember the
Backup Account password during backups and restores. Two options are available:

: The Backup Client remembers the user
password when doing a backup or restore. This is the default setting.
: The Backup Client prompts for the user password during
the restore process.

Use this option to enable
access control. The Backup Account password must be supplied before you will be able to
open the backup client to change the backup selection or any of the application settings.
Backups will continue as normal.

The automatic daily backup schedule can be modified in this section, as well as the advanced
schedule

If you have limited space on the drive where the Backup Client is installed, you can move the
Temporary folders to another location. The Temp folder is used for temporary workspace when
the files are patched, compressed and encrypted. The Cache, Logs and the selection database
location can be changed in the tab.

When modifications are made to a file, the Backup Client only transmits the changes to that file,
as opposed to transmitting the complete file again. This is accomplished by keeping a
compressed copy of the file in a local cache and then using a sophisticated patching technique
to extract the difference between the file in the cache and the one ready to be backed up.
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Files are only kept in the cache for a certain amount of days. Files are added to the Cache
folder if the file was modified within the window. Once a file has
been flushed from the cache, a full copy must be backed up when any modifications are made
to the file. The longer files are kept in the cache, the better the chance of only transmitting
patches instead of full copies and thus reducing the amount of data that needs to be transmitted.
If you have limited disk space, you may want to consider shortening the time files are kept in the
cache.

To delete the current cache, use the button e IEyou delete the cache, full copies
of your selected files will be re-sent to the server during the next backup. You may notice that
the Backup Client will log the message once a month. This
maintenance task is to ensure that the cache folder is up to date by deleting any files that fall
outside the window.

The Backup Client uses a fair portion of the available processor power to patch, compress and
encrypt files while during the backup process. If you use the computer at the same time, you
may experience some performance deterioration. You can lessen this effect by lowering the

is another setting that you can modify to limit performance deterioration. If this
setting is set to high, the Backup Client will continuously use all available disk access to write to
the disk, ensuring that the process completes as fast as possible. The process will take longer if
you lower this setting but your other applications will still function without any interruptions.

- The outgoing transfer bandwidth can be limited (in kBytes/second) in
case you need to allocate only a certain amount of bandwidth to the Backup Client.

- You can limit the total amount of data that may be transferred during
each backup. Note: If you enable this option, it may take several backups before all selected

files are backed up to the Storage Platform. This feature is especially useful if you have a poor
Internet connection and you encounter problems with transferring large backups.

- The Backup Client can be configured to cycle the backup process until all
selected data has been transferred to the Storage Platform by automatically initiating
subsequent backups. This setting can only be enabled if a has been
specified.
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specify any file types that you want to exclude
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Compression is not effective on all file types
as some files may already be compressed or
cannot be compressed at all. The Backup
Client could spend some time and processing
usage to try and compress these files. This
| re  J[ o || cnel || filter enables you to specify a list of file
extensions that must not be compressed
during the backup process. The list of file types already specified are types known for not
compressing well.

Backup Professional enables you to specify File and Folder Exclusions. These files and folders
are excluded from the backup selection, no matter where they are located on the available
drives or volumes.

To add an exclusion, click on or , specify the name and click OK. To modify
any of the exclusions, select the entry and click on , or double click on the exclusion name.
To remove an entry, select the file and click

Click on at the bottom of the Exclusions tab to save your changes

The Backup Client can be configured to during each
backup to update the last backup date stamp, even if there were no changes made to the
backup set. With this setting enabled, the Storage Platform will always be up to date with the
latest backup date.

can be disabled to improve the transfer time during the backup and restore
processes.
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Enable this
option if you do not want to make use of multiple thread backups to speed up the backup
process, typically needed when using a dial-up account. With this setting enabled, the Backup
Client will compress all new files and patch all modified files before starting to transmit data to
the Storage Platform.

With this setting enabled, the Backup
Client verifies the backup account limit on the Storage Platform before starting with the
compression and/or patching processes. It is useful to flag account limit issues before starting
with these processes.

enables you to backup locked files
without using third party open file management software. This is currently only available on
Windows XP and Windows 2003 Server Operating Systems.

- By default, the Backup Client tries
to connect to the Storage Platform four times before cancelling the backup process. If you have
a poor connection to the Internet, you may want to consider increasing the number of attempts.
The backup will continue from the previous point of failure. It will not resend the entire backup.

- By default, the Backup Client will try to reconnect to the Storage Platform
after 60 seconds, should the connection be dropped. This setting enables you to increase/
decrease the duration between the retries.

- The socket timeout is by default 60 seconds. If the Backup Client is
connected to the Storage Platform and there is no communications between the two, this
amount (in seconds) is the duration that the Backup Client will stay connected before dropping
the connection.

You can specify the level of information that must be included in the log files. Choose between:
Log all messages
Suppress detail messages
Log errors and warnings

Patching is the process where only the differences in files are extracted to minimize the amount
of data that has to be transferred to the Storage Platform. There are two types of patching
available, binary patching (the default option) and delta blocking.

Please refer to the User Manual for additional information if you are not accustomed with this
functionality before changing these settings.

Mandatory files are scanned for changes, regardless of whether it appears that they have
changed since the last backup. This is useful in situations where files are held open by an
application - internally the file changed, but the change is not reflected in the last modified date
on the file system, or in the size of the file itself.

Open File Manager/VSS enables the backup of these files without impacting the running
application or corrupting the indicated file.
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The Expert tab contains all variable settings not found on any of the other Backup Client
configuration tabs. These entries are saved in the a5backup.properties file and the file also
includes plug-in settings, if installed. Please use with caution, as incorrect use may alter the
backup and restore procedures.

Use the buttons on the left to , or properties. Settings can be imported and
exported by using the and buttons, and will update the Backup
Client Properties section with any recent changes.
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Upgrading Backup Clients manually can be a time consuming exercise. Backup Professional
allows you to automate this process. Desktop and Laptop Edition and Server Edition, and all
application plug-ins, can automatically be updated with the latest software versions and service
packs during the backup process.

Attix5 creates these Update Packs that are distributed to the various NameServers. The
NameServer then distributes the update packs to the different clients as they are requested.

Clients are always upgraded to the latest version and service pack available on the Storage
Platform.

If the version is too old to be upgraded, the upgrade must be done manually.

The Update Pack is packaged into one file per Storage Platform.

A separate update for each Brand and Operating system is created. If you have different
branded Backup Clients connecting to your Storage Platform, they will be upgraded with
their own branding.

The following steps must be followed to configure Auto Updates in the Storage Platform. Please
ensure that you have received the Update Pack from Attix5 before you start.

Copy the Update Pack to the Client WAtixkbaBackup f

Professional Server\C| i ent Updat eso. | f y ou need to
NameServer and open the NSGui.ini file. Modify the UpdateSearchPath= entry with the new
location.

Restart the NameServer.
The NameServer will extract the Update Package and create the upgrade structure in the
ClientUpdates folder.

Auto Update can be enabled for the complete Storage Platform, or you can enable it per Group.

T Open the Storage Platform Configuration section, select the

NameServer and click in the toolbar. Enable the checkbox in the tab next
to ; ensure that the is correct and click
on . Auto Update is now enabled. All groups are set to use the default setting in the Storage

Platform by default, so all groups are now enabled.

i Open the Account Management section, select the Backup Group and
click in the toolbar. Open the tab and select the applicable
option.
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If Auto
Update is enabled, the Storage Platform verifies the Desktop and Laptop client version when it
connects to the Storage Platform during the backup process. If a Backup Client is running an
older (auto-update supported) version of the software, the update is made available and the
Desktop and Laptop client will download and install the update automatically.

Server Edition (from v4.1) can automatically be upgraded to the latest version by enabling the

auto-update option in the Storage Platform Console. If you want to manually upgrade the SE

backup clients, please follow these steps. Note that this does not update installed plug-ins i
when the backup client is upgraded.

Close the Backup Client interface and the SE Runner (5 icon) in the system tray.

Run the SE MSI installer and follow the on screen prompts. Note that the SE installer
retrieves the install location from the backup service and should not be changed during the
upgrade procedure.

Click in the last step to continue with the upgrade procedure. The SE Installer will
stop the SE service, if it is running, and upgrade the software.

A message will prompt you whether the Backup Client should be opened after the upgrade

has been completed. Click and then to complete the upgrade.
Now run the Plug-in Installer to manually upgrade any installed plug-ins. Existing plug-ins
are marked with a blue icon and will automatically be upgraded when you click . The

plug-ins can also automatically be upgraded during the next backup process.

After the upgrade, confirm that you can open the SE Backup Client and initiate a backup to the
Storage Platform.

During the backup process, the Storage Platform will compare the plug-in versions received
from the Backup Client, with the latest versions available on the Storage Platform if auto-update
is enabled. If newer versions are available, the Backup Client will be able to download the files
and automatically upgrade the plug-ins.

: The auto-update process is not supported in the SQL Server plug-in
(for the v5.0 release) due to the infrastructure changes the v5.0 SQL Server plug-in.
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The Deployment Module is used to create a single installation file (MSI) that can be
preconfigured with file selections and backup permissions to install the

or the backup client software on a computer.
To create a deployment file for a group, open the Storage Platform Console, right-click on the
group in the left-hand pane, and select . The Deployment Module will be initiated.
epnyrnen Wodule 1
Welcome to the Deployment'Wizard
Thiz wizard will help you to create a single backup chent installation file that can be @
preconfigured with multiple options. | E]

Select the type of backup client installation you waould like to create:;
(#) Desktop & Laptop Edition
) Server Edition

Select the falder where the created installation will be zaved:

C:hDocuments and SettingshAdriniztratarDeskiop

[] Show Advanced Options

powered by 5

ATTIX

Beset to Defaulks

Load zettings from a file...

The Backup Professional MSI installer also enables you to remotely deploy the Server Edition
and Desktop and Laptop Edition Backup Clients using your preferred desktop management
solution, e.g. Microsoft SMS. Use the Deployment Wizard and include the NameServer and
Group settings in the MSI; with these settings populated, you can specify that the Backup
Account must be created automatically during the install process. Use the following command
to run the installer:

If you do not want to include the NameServer and Group details you can also specify it as
additional parameters, these will override the default settings configured:
i The IP address of the NameServer
T Group Name
T Group Create Key
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The standard MSI parameters are also available. A few examples are:
A /help i Help information
A /quieti Quiet mode, no user interaction
A passive i Unattended mode, progress bar only

1. Backup Professional will use the Windows Computer Name as the Backup account
name.

2. The password and encryption keys are randomly selected during the account creation
process.

3. You are advised to install a Group Certificate to the specific Groups as the encryption
keys are random. W.ithout this certificate you will not be able to connect to a backup
account to restore any data, should the computer crash. The password can be changed
in the Storage Platform Console.

..\JA5BPSES5.0.msi =YES =SERVERNAME =GROUPO1
=KEYO021 /passive /quiet

In the first step, you must select the type of Backup Client that you want to create. Desktop and
Laptop Edition is selected by default. You can also specify the folder where the created MSI file
must be stored, with your Desktop as the default location.

You have the option to view Deployment Wizard Advanced Options by enabling the checkbox
next to . These entries are optional and not needed to create a
Backup Client MSI installer.

The option at the bottom of the Deployment Wizard will reset all settings
currently populated to the default settings. enables you to load
settings from previously created deployment file; you have the option to save the settings in an
xml file for future use when you start the build process.

You can start the build process at any stage by clicking on the button. The and
buttons can be used to move between the Deployment Wizard steps, and the

button will close the Deployment Wizard. It will prompt whether you want to save the current

deployment settings before closing the application.

Click to continue, or to start the build process.

Specify the correct and settings. If you initiated the Deployment
Wizard from within the Storage Platform Console, these entries will already be populated with
the correct settings. If you leave these entries blank, the Backup Client Setup Wizard will prompt
the user for the Storage Platform detail.

Remove the checkbox to disable account
creation; the Backup Client will then only allow reconnections to existing accounts available in
the Storage Platform.
Proxy settings can also be specified. Click
to continue, or to start the build process.
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The Backup Client can automatically backup the selected data. In this step you can enable and
configure the daily automatic backup schedule. The default backup time is 19h00. Automatic
backups can be disabled but the end-user will then have to manually initiate the backups, which
is not recommended.

Desktop and Laptop Edition backup clients can warn the user if backups were skipped by
displaying a popup message whenever a network connection is detected.

is the default selection, to accommodate offline periods typically during
weekends.

Click to continue, or to start the build process.

In this step you can define the default selection filters that will be available in the Backup Client
and you can also include an initial filter selection that will be applied when the Backup Client is

opened for the first time. Use the and buttons to define the filter list.
Enable the checkbox next to to apply some of
the abovementioned filters. Use the : and buttons to configure the filter types

that you want to include in the initial selection. *HOME\ refers to the logged in user's home
folder.

Click to continue, or to start the build process.

The file types specified in this section can be prevented from being backed up, as well as files
with a modify date older than the specified date. These exclusions are marked in the Backup
Client as and takes priority over the backup selection made by the
end-user. Each file type must be specified in a new line in the format

Click > to continue, or to start the build process.

. Specify any restrictions that must be enforced in the
Backup Client. The options selected here will be available to the end-user.

Click to continue, or to start the build process.

In this step you can modify the behaviour of the MSI installer by selecting the level of
customisation that the end-user will be allowed during the install process. You can also choose
between 32-bit and 64-bit as target platform for Server Edition. Note that the 64-bit JRE is not
distributed with the Deployment Wizard due to its size. If you want to include the JRE, you can
download it from the Attix5 FAQ site (http://fag.attix5.com) and then place it in the Deployment
Wizard install folder.

Click to continue, or to start the build process.





























































































